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About This Document

About This Document

Purpose

This document describes OpenP GP signature tools, and verification process.

Intended Audience

This document is intended for:

® [Installation and commissioning engineers

®  Technical support engineers

Symbol Conventions

The symbols that may be found in this document are defined as follows.

Symbol

Description

/A oancer

Indicates an imminently hazardous situation which, if not
avoided, will result in death or serious injury.

A WARNING

Indicates a potentially hazardous situation which, if not
avoided, could result in death or serious injury.

A CAUTION

Indicates a potentially hazardous situation which, if not
avoided, may result in minor or moderate injury.

A NOTICE

Indicates a potentially hazardous situation which, if not
avoided, could result in equipment damage, data loss,
performance deterioration, or unanticipated results.

NOTICE is used to address practices not related to personal
injury.

L noTE Calls attention to important information, best practices and
tips.
NOTE is used to address information not related to personal
injury, equipment damage, and environment deterioration.
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Change History

Changes between document issues are cumulative. The latest document issue contains all the
changes made in earlier issues.

Issue 01 (2014-11-20)

This issue is used for first office application (FOA).

Issue 02 (2017-09-01)

1. Change the description of the signature verification procedure.
2. Upgrade the PGPVerify Tool to V100R001C00SPC310.

Issue 03 (2017-12-12)

1. Add handle suggestion when verify failed.
2. Upgrade the PGPVerify tool to V100R001C00SPC320.

Issue 04(2020-02-20)

Added verification guidance for OpenPGP key length of 4096.

Issue 05(2021-04-06)
1. Deleted the verification guide when the OpenPGP key length is 4096.
2. The PGP verification tool is developed based on the Java language.
3. Added the verification guide when the key type is ECC.
4. The PGP verification tool is upgraded to VI00R001CO0SPC500.

Issue06 (2023-06-07)

1. Optimize section 6.6 How to check java Environment and 6.7 JDK Or JRE download
address.

2. Inthe start of PGPVerify section, reminder user to check java Environment.

PGPVerify Tool Update History

Changes between PGP Verify tool releases are cumulative. The latest document issue contains
all the change made in earlier issues.

Release V100R001C00SPC200:

1. This is the first version of PGPVerify tool, which offered verification function for PGP
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signature.

Release V100R001C00SPC310:

1. Upgrade liberary openssl to version 1.1.0f;

2. Replace icon for applicatoin with Ul under Windows OS;

3. Change Ul style to fit Windows 7;

4. Show a confirm dialog when closing the application window.

Release V100R001C00SPC320:

1. Add version properities for PGPVerify tool under windows;

2. Add timestamp for PGPVerify tool under windows.

Release V100R001C00SPC500:
1. The tool is developed based on the Java language.
2. The trust root is preset. You do not need to import the public key file.

3. Added support for the elliptic curve (ECC) verification algorithm.
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1 OpenPGP Overview

OpenPGP is an open security protocol standard (RFC4880) that widely applies to data
encryption and signature. It has multiple commercial and non-commercial implementations,
including Pretty Good Privacy (PGP) and GNU Privacy Guard (GnuPG). GnuPG is
transplanted into multiple platforms, such as Linux and Windows and pre-installed in most

Linux versions.

OpenPGP includes an independent digital signature standard that differentiates itself from
other standards by the key storage and distribution method, message digest calculation
process, signature packet format, and verification process.

Verification Tool Introduction

Select tools based on the operating systems to implement OpenP GP signature verification, as
shown in the following table.

Tool Name Operating | Tool Description
System
GNU Privacy Linux GnuPG is a free open-source GNC tool that implements
Guard (GnuPG) the OpenPGP standard defined in RFC4880. It is pre-
installed in most Linux versions.
Official website: http://www.gnupg.org
GNU Privacy Windows Gpg4Win is the official Windows version of GnuPG.
Guard for The function and usage of Gpg4Win are the same as
Windows those of GnuPG.
(Gpg4Win) Official website: http://www.gpgdwin.org/
PGPVerify.exe Windows PGPVerify is a PGP simplified verification tool
developed by Huawei.
Official website:
http://support.huawei.com/carrier/digitalSignature Action
Issue 04 (2021-04-19) Huawei Proprietary and Confidential 7
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2 Description Of The Public Key File

1. The KEYS.pem file is the public key file when the OpenPGP key type is RSA.

KEYS.pem is the original KEYS file. To meet the requirement that files uploaded from http://support.huawei.com
must have a suffix, the suffix pem is added.

2. The KEYSECC.pem file is the public key file when the OpenPGP key type is ECC.

Issue 04 (2021-04-19) Huawei Proprietary and Confidential 8
Copyright © Huawei Technologies Co., Ltd.



OpenPGP
Signature Verification Guide 3 GnuPG (Linux)

GnuPG (Linux)

To prevent threats to carrier networks caused by software tampering or damage in transit,
verify the integrity of software packages after receiving them. Only verified software
packages can be deployed.

3.1 Background

GnuPG is a free open-source GNC tool that verifies OpenP GP signatures in the SUSE Linux
operating system.

Software packages and signature files are released together and stored in the same directory. A
software package corresponds to a signature file.

The signature files use the same file names as those used by software packages, with file
name extension asc. For example, if the software package name is V1I00R001C04.zip, the
corresponding verification file name is V100R001C04.zip.asc.

3.2 Prerequisites

3.2.1 Installing GnuPG

GnuPG is pre-installed in most Linux versions. Run the gpg —version command in the shell.
If the following command output is displayed, GnuPG is installed.

signsrv:~ # gpg --version

gpg (GnuPG) 2.2.9

libgcrypt 1.8.3

Copyright (C) 2018 Free Software Foundation, Inc.

License GPLv3+: GNU GPL version 3 or later <https://gnu.org/licenses/gpl.html>

This is free software: you are free to change and redistribute it.

There is NO WARRANTY, to the extent permitted by law.

Home: /root/.gnupg

Supported algorithms:

Pubkey: RSA, ELG, DSA, ECDH, ECDSA, EDDSA

Cipher: IDEA, 3DES, CAST5, BLOWFISH, AES, AES192, AES256, TWOFISH,
CAMELLIA128, CAMELLIA192, CAMELLIA256

Hash: SHAl, RIPEMD160, SHA256, SHA384, SHA512, SHA224

Compression: Uncompressed, ZIP, ZLIB, BZIP2

Issue 04 (2021-04-19) Huawei Proprietary and Confidential 9
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If GnuPG is not installed in the current system, follow the guidance on the official website
(http://www.gnupg.org/) to install it.

3.2.2 Obtaining the Public Key File

Downloading the File from the Support Website

®  (Carrier users download the public key file from the following URL at
http://support.huawei.com/carrier:

http://support.huawei.com/carrier/digitalSignature Action
The target web page may be displayed in Chinese. Click English on the top of the web page
to switch the language to English. so that the the English document can be downloaded.

Figure 3-1 Web page for downloading the public key file from http://support.huawei.com/carrier

gineer Account Description |

Cartier v | Enterprise Support

\}"Q HUAWEI Industry Insights Spotlight ~ Products & Solutions ~ Support ~
Digital Signature Authentication Mode m
Title Release Date Operation
OpenPGP Signature Verification Guide 2020-09-03 &,
20 v GO Total records: 1

®  Enterprise users download the public key file from the following URL at
http://support.huawei.com/enterprise:

®  https://support.huawei.com/enterprise/zh/tool/software-digital-signature-validation-tool-
pgp-verify-TL1000000054

The target web page may be displayed in Chinese. Click Worldwide on the top of the web
page to switch the language to English, so that the the English document can be downloaded.

Figure 3-2 Web page for downloading the public key file from
http://support.huawei.com/enterprise

© Worldwide v | @ Login

;@ HUAWEI = MENU PRODUCTS AND SERVICES INDUSTRIES TECHNICAL SUPPORT HOW TO BUY PARTNERS COMMUNITY
# Support > Tools > Enterprises Common PGP Werify
’ PGP Verify
Publication Date - 2017-12-29 Product Line : Enterprises Application Scenario Applicable Product
Commen Upgrade, Installation
- A
Description

OpenPGP is an open security protocol defined by RFC4880. It is widely used in data encryption and digital signature. This package includes a standard validation

tool for OpenPGF signature and its usage.
Version Publication Date Expired
V100R001C00 2019-01-21 Active
Average rating: 165 ratings Average problem solving rate:
Issue 04 (2021-04-19) Huawei Proprietary and Confidential 10
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The KEYS.pem or KEYSECC.pem is the public key file.
----End

3.2.3 Importing the Public Key

Step 1
Step 2

Step 3

Log in to the server that contains the software package to be verified as a common user.

Import the public key file. Set /home/openpgp/keys to the actual path of the public key file
KEYS.pem.

Access the directory of public key file KEYS.pem and run the following command:

# gpg --import "/home/openpgp/keys/KEYS.pem"
When Use ECC key for signature,please select KEYSECC.pem for the public key file.

The following output is displayed for key type of RSA:

gpg: key 27A74824: public key "OpenPGP signature key for Huawel software (created
on 30th Dec,2013) <support@huawei.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

The following output is displayed for key type of ECC:

gpg: key DA761AD45097E5CO0: public key "OpenPGP signature key for Huawei software,
ECC algorithm (From 19th Jan,2021 to 19th Jan, 2026) <support@huawei.com>"
imported

gpg: Total number processed: 1

gpg: imported: 1

A NOTICE

In this command, two hyphens precede import.

Run the following command to check the public key import result.

# gpg --fingerprint

If the following output is displayed, the public key is successfully imported.
The following output is displayed for key type of RSA:

pub rsa2048 2013-12-30 [SC]
B100 OAC3 8C41 525A 19BD C087 99AD 81DF 27A7 4824
uid OpenPGP signature key for Huawel software (created on 30th Dec,2013)

<support@huawei.com>
The following output is displayed for key type of ECC:

pub nistp384 2021-01-19 [SCA]
FF75 E798 F393 707A 877B F306 DA76 1AD4 5097 ES5CO

Issue 04 (2021-04-19) Huawei Proprietary and Confidential
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uid OpenPGP signature key for Huawei software, ECC algorithm (From 19th
Jan, 2021 to 19th Jan, 2026) <support@huawei.com>

A NOTICE

In this command, two hyphens precede fingerprint.

—--End

3.2.4 Verifying the Public Key

Step 1

Step 2

In normal cases, to verify the OpenPGP public key, you need to check the ID, fingerprint, and
user 1D of the public key with the entity that releases the public key. Information about the
OpenPGP public keys released by Huawei is shown as follows:

The following output is displayed for key type of RSA:
®  Public key ID: 27A74824

® Key fingerprint: BI00 0AC3 8C41 525A 19BD  CO087 99AD 81DF 27A7 4824

®  User ID (uid): OpenPGP signature key for Huawei software (created on 30th Dec,2013)
support@huawei.com

The following output is displayed for key type of ECC:

®  Public key ID: DA761AD45097E5C0

® Key fingerprint: FF75 E798 F393 707A 877B  F306 DA76 1AD4 5097 ESCO

®  User ID (uid): OpenPGP signature key for Huawei software, ECC algorithm (From 19th
Jan,2021 to 19th Jan, 2026) <support@huawei.com>

After verifying the preceding information, set the trust level for the key.

Run the following command to set the trust level.

# gpg --edit-key "OpenPGP signature key for Huawei software (created on
30th Dec,2013)" trust

set the trust level as follows, If the public key type of ECC

# gpg --edit-key "OpenPGP signature key for Huawei software, ECC
algorithm (From 19th Jan,2021 to 19th Jan, 2026)" trust

The output resembles the following information. You need to enter 5 behind Your decision?
to indicate I trust ultimately and y behind you really want to set this key to ultimate trust?

(Y/N).

gpg (GnuPG) 2.0.9; Copyright (C) 2008 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.

gpg: checking the trustdb

gpg: 3 marginal(s) needed, 1 complete(s) needed, PGP trust model

gpg: depth: 0 wvalid: 1 signed: 0 trust: 0-, Og, On, Om, Of, 1u
pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC

Issue 04 (2021-04-19) Huawei Proprietary and Confidential 12
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Step 3

trust: ultimate validity: ultimate
[ultimate] (1). OpenPGP signature key for Huawei software (created on 30th
Dec,2013) <support@huawei.com>

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: ultimate
[ultimate] (1). OpenPGP signature key for Huawei software (created on 30th

Dec,2013) <support@huawei.com>

Please decide how far you trust this user to correctly verify other users' keys

(by looking at passports, checking fingerprints from different sources, etc.)

don't know or won't say
do NOT trust

I
I
I trust marginally
I trust fully

I

trust ultimately

3 0 os w N R
Il

= back to the main menu

Your decision? 5

Do you really want to set this key to ultimate trust? (y/N) ¥

pub 2048R/27A74824 created: 2013-12-30 expires: never usage: CS
trust: ultimate validity: unknown
[ unknown] (1). OpenPGP signature key for Huawei software (created on 30th

Dec,2013) <support@huawei.com>
Please note that the shown key validity is not necessarily correct
unless you restart the program.

A NOTICE

In this command, two hyphens precede edit.

Run the following command to quit.
quit

——End

3.3 Verifying the Signature

The signature file must be in the same path as that of the software package. Set
/home/openpgp/soft to the actual path of the signature file. Run the following command to
verify the signature.

# gpg --verify "/home/openpgp/soft/V100R001C041.zip.asc"

The following output is displayed for key type of RSA:

gpg: Signature made Thu Jan 9 15:29:06 2014 CST using RSA key ID 27A74824

Issue 04 (2021-04-19) Huawei Proprietary and Confidential 13
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(created on

gpg: Good signature from "OpenPGP signature key for Huawei software

30th Dec,2013) <support@huawei.com>"

RSA key ID in bold is 27A74824, and there is no WARNING, which means this signature is
published by Huawei.

The following output is displayed for key type of ECC:

gpg: Signature made Mon 15 Mar 2021 07:50:01 PM CST

gpg:

using ECDSA key DA761AD45097E5CO

gpg: Good signature from "OpenPGP signature key for Huawei software,

(From 19th Jan,2021 to 19th Jan,

2026) <support@huawei.com>"

ECC algorithm

RSA key ID in bold is DA761 AD45097E5C0, and there is no WARNING, which means this
signature is published by Huawei.

A NOTICE

If a version has multiple signature files to be verified, the version is considered secure only
when all the files pass the verification. If the verification result of a file is WARN or FAIL,
the version does not pass the verification and has security risks. In this case, try to solve

problem following the suggest action in table 3-1.

® In this command, two hyphens precede verify.

Table 3-1 Example for signature verification result judgment

Copyright © Huawei Technologies Co., Ltd.

Verification | Output Example Verificati | Suggest
Result on Result | action
Scenario
Signature gpg: Signature made Thu Jan 9 15:29:06 | PASS NA
verification 2014 CST using RSA key ID 27A74824
succeeds, With | g04- Good signature from “"OpenPGP
noanomaly. | signature key for Huawei software (created
on 30th Dec,2013)
<support@huawei.com>"
Signature gpg: Signature made Thu Jan 9 15:29:06 FAIL Download
verification 2014 CST using RSA key ID 27A74824 the
fails. gpg: BAD signature from "OpenPGP software
signature key for Huawei software (created package
on 30th Dec,2013) aga, or
<support@huawei.com>" twrn to
product
support
The public gpg: Signature made Thu Jan 9 15:20:01 FAIL Download
key is not 2014 CST using RSA key ID 27A74824 public key,
found. gpg: Can't check signature: public key not see.
found Obtaining
the Public
Key File
Issue 04 (2021-04-19) Huawei Proprietary and Confidential 14
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Verification | Output Example Verificati | Suggest
Result on Result | action
Scenario
Signature gpg: Signature made Thu Jan 9 15:29:06 | WARNIN | First check
verification 2014 CST using RSA key ID 27A74824 G if key ID is
succeeds, but | g50- Good signature from "OpenPGP 21AT4824,
the public key | sjgnature key for Huawei software (created and set the
is not set to be | o1'30th Dec 2013) public key
completely <support@huawei.com>" to be fully
trusted. . . - trusted,
gpg: WARNING: This key is not certified see:
with a trusted signature! Verifying
opg: There is no indication that the Public
the signature belongs to the owner. Key
Primary key fingerprint: B100 0AC3 8C41
525A 19BD C087 99AD 81DF 27A7
4824
The gpg: no signed data FAIL Download
corresponding | o4 can't hash datafile: No data the
source file software
cannot be package
found. again, or
turn to
product
support
The signature | gpg: Signature made 04/24/13 10:50:29 FAIL Download
has expired. CST using RSA key ID 133B64E5 the
gpg: Expired signature from " OpenPGP software
signature test key <support@huawei.com>" Svﬁfﬁage
gpg: Signature expired 04/25/13 10:50:29 updated
CST signature,
or turn to
product
support
Signature gpg: Signature made 06/13/13 11:14:49 WARNIN Download
verification CST using RSA key ID 133B64E5 G the newest
succeeds, but | g,0- Good signature from * OpenPGP public key
the public key | gjgnature test key <support@huawei.com>" and
is revoked. . software
gpg: WARNING: This key has been package
revoked by its owner! with
gpg: This could mean that the signature is updated
forged. signature,
gpg: reason for revocation: Key is no or turn to
longer used product
. support
gpg: revocation comment:
Issue 04 (2021-04-19) Huawei Proprietary and Confidential 15
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Verification | Output Example Verificati | Suggest

Result on Result | action

Scenario

The signature | N/A WARNIN Download

file G signature

corresponding file of

to the source software

file cannot be package, or

found. turn to
product
support
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GpgdWin (Windows)

To prevent threats to carrier networks caused by software tampering or damage in transit,
verify the integrity of software packages after receiving them. Only verified software
packages can be deployed.

4.1 Background

GpgdWin is a free open-source GNU tool that verifies OpenPGP signatures in Windows. The
function and usage of GpgdWin are the same as those of GnuPG. For details, visit its official
website http://www.gpgdwin.org/.

A software package and its corresponding signature file are stored in the same directory.

The signature files use the same file names as those used by software packages, with the file
name extension being asc. For example, if the software package name is V1I00R001C04.zip,
the corresponding verification file name is V1I00R001C04.zip.asc.

4.2 Prerequisites

4.2.1 Installing GpgdWin

First download the install package as follows:
Step 1 Visit https://www.gpgdwin.org/download.html.

Step 2 Click the download link in the red box shown in the preceding figure. (Maybe the latest
version is not 3.1.11 as in this document, but the download link does not change. In the
following steps, you can ignore the version of the installation package.)
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Figure 4-1 Gpgdwin download step 1

Download

Gpg4win 3.1.15 (Released: 2021-01-12)

You can download the full version (including the Gpgdwin compendium) of Gpgdwin 3.1.15 here:

Gpgdwin 3.1.15
Size: 276 MByte
penPGP signature (for gpgdwin-3.1.15.exe)

SHAZ56: 58b4del92celf 3aTf 26T ¥ec3T9a8f 1 28e3al e 2bdb25190188a03a0adeddc
Changelog

More Gpg4win-3.1.15 downloads

* Gpgdwin source code package:
gpgdwin-3.1.15tar. bz2 (Size: 273 MByte)
OpenPGP signature
SHA256 checksum:
3f04482b7£80ab5f4846d3f cfab4be820d2a5065348bafe266fefico4481 1081

« All versions and OpenPGP signatures:
files. gpgdwin org.

Step 3 Select Bank transfer.
Figure 4-2 Gpgdwin download step 2

Please donate for Gpg4win to support maintenance and development!
Pay what you want! — Thank you!

Donate with Bank transfer details:
@] PayPal Receiver: Intevation GmbH
PR IBAN: DE33 2654 0070 0539 2006 00
Bitcoin BIC: COBADEFFXXX (Commerzbank Osnabriick)

® Bank transfer Reference: "Gpgdwin donation™

Please contact us if you need an invoice (for more than 100, -
EUR/USD only).

After making transfer: Download Gpgdwin 3.1.15

Step 4 Click the download link in the red box to download the installation package.

Figure 4-3 Gpgdwin download step 3
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Please donate for Gpg4win to support maintenance and development!
Pay what you want! — Thank youl

Danate with
O PayPal
O Bitcoin

@® Bank transfer

Bank transfer details:

Receiver: Intevation GmbH

IBAN: DE33 2654 0070 0539 2006 00

BIC: COBADEFFXXX (Commerzbank Osnabriick)
Reference: "Gpg4win donation”

Please contact us if you need an invoice (for more than 100,-
EUR/USD only).

After making transferjDownload Gpgdwin 3.1.15

Then install the package as follows:

Step 5 Double-click gpg4win-3.11.1.exe and follow the installation wizard to install it . You can
keep the default settings.

Figure 4-4 Gpg4win install step

Gpgdwin =&

Gpg4win

GnuPG for Windows

KikF Gpgiwin HEARIF.

%g‘lwin E—T% : J\'ﬁ"in WS %Dliﬁr.l%oaisﬂﬁ
T e S

B [T—H ] .

G’p%wins M 3115
CREHE 2071-01-12
VUpdating Version 3.1.15

BLH(C)

Step 6 Check whether it is successfully installed.

After installation, select the default installation path C:\Program Files (x86)\GNU\GnuPG>
(default installation path on the x86_64 Windows platform. The default installation path on
the x86 Windows platform is C:\Program Files\GNU\GnuPG>) and run the gpg.exe —
version command in the CLI If the following output is displayed (the package version may
differ from the following one), Gpgd Win is successfully installed.

Figure 4-5 Gpgdwin introduction
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TWOFISH,

A NOTICE

In this command, two hyphens precede verify.

——End

4.2.2 Obtaining the Public Key File

Downloading the File from the Support Website

®  (Carrier users download the public key file from the following URL at
http://support.huawei.com/carrier:

http://support.huawei.com/carrier/digitalSignature Action

The target web page may be displayed in Chinese. Click English on the top of the web
page to switch the language to English. Figure 4-6 shows the web page in English.
Download and decompress the OpenPGP Signature Verification Guide package to
obtain the KEYS.pem or KEYSECC.pem file (which is the public key file).

Figure 4-6 Web page for downloading the public key file from http://support.huawei.com/carrier

gineer Account Description |

Cartier + | Enterprise Support

é"é HUAWEI Industry Insights Spotlight ~ Products & Solutions ~ Support A

Digital Signature Authentication Mode m

Title Release Date Operation

OpenPGP Signature Verification Guide 2020-08-03 &,

20 v GO | Total records: 1

®  Enterprise users download the public key file from the following URL at
http://support.huawei.com/enterprise:

®  https://support.huawei.com/enterprise/zh/tool/software-digital-signature-validation-tool-
pgp-verify-TL1000000054
The target web page may be displayed in Chinese. Click Worldwide on the top of the
web page to switch the language to English. Figure 4-7 shows the web page in English.

Click the version number in the Version list. Then click = corresponding to the public
key file KEYS.pem or KEYSECC.pem to download the file.
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Figure 4-7 Web page for downloading the public key file from
http://support.huawei.com/enterprise

Enterprise v & Workdnide v | @ Login
Q@ HUAWEI = MENU PRODUCTS AND SERVICES INDUSTRIES TECHNICAL SUPPORT HOW TO BUY PARTNERS COMMUNITY f

# Support > Tools > Enterprises Common 2 PGP Verify

’ PGP Verify
Publication Date : 2017-12-29  Product Line : Enterprises Application Scenario Applicable Product
Commen Upgrade, Installation
-l
Description

OpenPGP is an open security protocol defined by RFC4880. It is widely used in data encryption and digital signature. This package includes a standard validation

tool for OpenPGP signature and its usage
Version Publication Date Expired
V100R001C00 2019-01-21 Active
Average rating: 165 ratings Average problem solving rate:

The KEYS.pem or KEYSECC.pem file is the public key file.
-—--End

4.2.3 Importing the Public Key

Step 1 Log in to the server that contains the software package to be verified as administrator and
enter the CLI.

Step 2 Run the following command to import the public key file. Set C:\Users\ to the actual path of
public key file KEYS.pem.

Step 3 Access the directory of the public key file KEYS.pem and run the following command.

gpg --import "C:\Users\KEYS.pem"
When Use ECC key for signature, please select KEYSECC.pem for the public key file.

The following output is displayed for key type of RSA:

gpg: key 27A74824: public key "OpenPGP signature key for Huawei software (created
on 30th Dec,2013) <support@huawei.com>" imported

gpg: Total number processed: 1

gpg: imported: 1 (RSA: 1)

The following output is displayed for key type of ECC:

gpg: key DA761AD45097E5CO: public key "OpenPGP signature key for Huaweil software,
ECC algorithm (From 19th Jan,2021 to 19th Jan, 2026) <support@huawei.com>"
imported

gpg: Total number processed: 1

gpg: imported: 1
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Step 4

A NOTICE

In this command, two hyphens precede import.

Run the following command to check the public key import result.

gpg —--fingerprint

If the following output is displayed, the public key is successfully imported.
The following output is displayed for key type of RSA:

pub rsa2048 2013-12-30 [SC]
B100 OAC3 8C41 525A 19BD CO087 99AD 81DF 27A7 4824
uid OpenPGP signature key for Huaweil software (created on 30th Dec,2013)

<support@huawei.com>
The following output is displayed for key type of ECC:

pub nistp384 2021-01-19 [SCA]

FF75 E798 F393 707A 877B F306 DA76 1AD4 5097 ES5CO
uid OpenPGP signature key for Huawei software, ECC algorithm (From 19th
Jan, 2021 to 19th Jan, 2026) <support@huawei.com>

A NOTICE

In this command, two hyphens precede fingerprint.

—--End

4.2.4 Verifying the Public Key

Step 1 In normal cases, to verify the OpenPGP public key, you need to check the 1D, fingerprint, and
user 1D of the public key with the entity that releases the public key. Information about the
OpenPGP public keys released by Huawei is shown as follows:

The following output is displayed for key type of RSA:

®  Public key ID: 27A74824

® Key fingerprint: BI00 0AC3 8C41 525A 19BD CO087 99AD 81DF 27A7 4824

®  User ID (uid): OpenPGP signature key for Huawei software (created on 30th Dec,2013)
support@huawei.com

The following output is displayed for key type of ECC:

®  Public key ID: DA761 AD45097E5C0

® Key fingerprint: FF75 E798 F393 707A 877B  F306 DA76 1AD4 5097 E5CO

®  User ID (uid): OpenPGP signature key for Huawei software, ECC algorithm (From 19th
Jan,2021 to 19th Jan, 2026) <support@huawei.com>
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After verifying the preceding information, set the trust level for the key.

Step 2 Run the following command to set the trust level.
#gpg --edit-key "OpenPGP signature key for Huawei software (created on
30th Dec,2013)" trust
set the trust level as follows, If the public key type of ECC
# gpg —--edit-key "OpenPGP signature key for Huawei software, ECC
algorithm (From 19th Jan,2021 to 19th Jan, 2026)" trust
The output resembles the following information. You need to enter 5 behind Your decision?
to indicate I trust ultimately and y behind you really want to set this key to ultimate trust?
(y/N).
gpg (GnuPG) 2.0.9; Copyright (C) 2008 Free Software Foundation, Inc.
This is free software: you are free to change and redistribute it.
There is NO WARRANTY, to the extent permitted by law.
gpg: checking the trustdb
gpg: 3 marginal (s) needed, 1 complete(s) needed, PGP trust model
gpg: depth: 0 wvalid: 1 signed: 0 trust: 0-, Ogq, On, Om, O0f, 1u
pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: ultimate
[ultimate] (1). OpenPGP signature key for Huawei software (created on 30th
Dec,2013) <support@huawei.com>
pub 2048R/27A74824 created: 2013-12-30 expires: never usage: SC
trust: ultimate validity: ultimate
[ultimate] (1). OpenPGP signature key for Huawei software (created on 30th
Dec,2013) <support@huawei.com>
Please decide how far you trust this user to correctly verify other users' keys
(by looking at passports, checking fingerprints from different sources, etc.)
1 =1 don't know or won't say
2 = I do NOT trust
3 = I trust marginally
4 = I trust fully
5 = I trust ultimately
m = back to the main menu
Your decision? 5
Do you really want to set this key to ultimate trust? (y/N) ¥y
pub 2048R/27A74824 created: 2013-12-30 expires: never usage: CS
trust: ultimate validity: unknown
[ unknown] (1). OpenPGP signature key for Huawel software (created on 30th
Dec,2013) <support@huawei.com>
Please note that the shown key validity is not necessarily correct
unless you restart the program.
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Step 3

A NOTICE

In this command, two hyphens precede edit.

Run the following command to quit.
quit

—-End

4.3 Verifying the Signature

The signature file must be in the same path as that of the software package. In this example,
the signature file path is C:\\Users\. Run the following command to verify the signature.

gpg --verify "C:\Users\V100R001C041.zip.asc"

The following output is displayed for key type of RSA:

gpg: Signature made Thu Jan 9 15:29:06 2014 CST using RSA key ID 27A74824
gpg: Good signature from "OpenPGP signature key for Huawei software (created on
30th Dec,2013) <support@huawei.com>"

RSA key ID in bold is the same as the public key ID. If no WARNING, public key expiry,
signature expiry, or public key revocation information is display, the signature is valid.

The following output is displayed for key type of ECC:
gpg: Signature made Mon 15 Mar 2021 07:50:01 PM CST
gpg: using ECDSA key DA761AD45097E5CO

gpg: Good signature from "OpenPGP signature key for Huawei software, ECC algorithm
(From 19th Jan,2021 to 19th Jan, 2026) <support@huawei.com>"

RSA key ID in bold is DA761 AD45097E5C0, and there is no WARNING, which means this
signature is published by Huawei.
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A NOTICE

e [fa version has multiple signature files to be verified, the version is considered secure only

when all the files pass the verification. If the verification result of a file is WARN or FAIL,
the version does not pass the verification and has security risks. In this case, try to solve
problem following the suggest action in table 4-1.

® In this command, two hyphens precede verify.

Table 4-1 Example for signature verification result judgment

Verification | Output Example Verificati | Suggest
Result on Result | action
Scenario
Signature gpg: Signature made Thu Jan 9 15:29:06 | PASS NA
verification 2014 CST using RSA key ID 27A74824
succeeds, with | g04- Good signature from "OpenPGP
no anomaly. signature key for Huawei software (created
on 30th Dec,2013)
<support@huawei.com>"
Signature gpg: Signature made ThuJan 9 15:29:06 | FAIL Download
verification 2014 CST using RSA key ID 27A74824 the
fails. gpg: BAD signature from "OpenPGP software
signature key for Huawei software (created package
on 30th Dec,2013) again, or
<support@huawei.com>" turn to
product
support
The public gpg: Signature made Thu Jan 9 15:20:01 | FAIL Download
key is not 2014 CST using RSA key ID 27A74824 public key,
found. gpg: Can't check signature: public key not see.
found Obtaining
the Public
Key File
Signature gpg: Signature made Thu Jan 9 15:29:06 | WARNIN | First check
verification 2014 CST using RSA key ID 27A74824 G if key ID is
succeeds, but | 404- Good signature from "OpenPGP 2IAT4824,
the public key | sjgnature key for Huawei software (created and set the
is not set to be | 51 30th Dec 2013) public key
completely <support@huawei.com>" to be fully
trusted. _ e . . trusted,
grg: WARNIN_G. This key is not certified see:
with a trusted signature! Verifying
apg: There is no indication that the Public
the signature belongs to the owner. Key
Primary key fingerprint: B100 0AC3 8C41
525A 19BD C087 99AD 81DF 27A7
4824
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Verification | Output Example Verificati | Suggest
Result on Result | action
Scenario
The gpg: no signed data FAIL Download
correqundlng gpg: can't hash datafile: No data the
source file software
cannot be package
found. again, or

turn to
product
support
The signature | gpg: Signature made 04/24/13 10:50:29 FAIL Download
has expired. CST using RSA key ID 133B64E5 the
gpg: Expired signature from " OpenPGP software
signature test key <support@huawei.com>" ev"’:f[:#age
gpg: Signature expired 04/25/13 10:50:29 updated
CST signature,
or turn to
product
support
Signature gpg: Signature made 06/13/13 11:14:49 WARNIN Download
verification CST using RSA key 1D 133B64E5 G the newest
succeeds, but | g70- Good signature from * OpenPGP public key
the public key | gignature test key <support@huawei.com>" and
is revoked. . software
gpg: WARNING: Th:s key has been package
revoked by its owner! with
gpg: This could mean that the updated
signature is forged. signature,
gpg: reason for revocation: Key is no or turn to
longer used product
. support
gpg: revocation comment:
The signature | N/A WARNIN Download
file G signature
corresponding file of
to the source software
file cannot be package, or
found. turn to
product
support
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PGPVerify (Windows&Linux)

To prevent threats to carrier networks caused by software tampering or damage in transit,
verify the integrity of software packages after receiving them. Only verified software
packages can be deployed.

5.1 Background

PGP Verify is a PGP simplified verification tool developed by Huawei. It runs on Windows 7,
Windows Server 2008, Windows 8, and Windows 10 platforms (Check whether the Java
environment is installed. For details jump to section 6.6.).

Software packages and signature files are stored in the same directory. A software package
corresponds to a verification file.

The signature files use the same file names as those used by software packages, with the file
name extension being .asc. For example, if the software package name is V100R001C04.zip,
the corresponding verification file name is V100R001C04.zip.asc.

5.2 Prerequisites

Start with the following steps before, you should check whether the java environment is
installed(jdk 1.8), For details jump to section 6.6.

5.2.1 Obtaining PGPVerify

PGP Verify requires no installation. You can download it from the following websites.

http://support.huawei.com/carrier

Carrier users download PGP Verify from the following uniform resource locator (URL):
http://support.huawei.com/carrier/digitalSignature Action

The target web page may be displayed in Chinese. Click English on the top of the web page
to switch the language to English.
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Figure 5-1 Web page for downloading PGP Verify from http://support.huawei.com

gineer  Account Description

Cartier + | Enterprise Support

é‘@ HUAWEI Industry Insights Spotlight ~ Products & Solutions ~ Support ~
Digital Signature Authentication Mode m
Title Release Date Operation
OpenPGP Signature Verification Guide 2020-09-03 &>
20 v GO Total records: 1

To download PGP Verify, perform the following steps:

Step 1 Click Download to download the OpenPGP Signature Verification Guide ZIP package.
Then decompress it.

Step 2 Further decompress the VerificationTools.zip package.
Step 3 Open the decompressed folder VerificationTools and obtain the PGPVerify verification tool.

-—--End

httpy//support.huawei.com/enterprise
Enterprise users download PGP Verify from the following uniform resource locator (URL):

https://support.huawei.com/enterprise/zh/tool/software-digital-signature-validation-tool-
pgp-verify-TL1000000054

The target web page may be displayed in Chinese. First click the earth mark on the top of the
page, and then choose English to change the page’s language, finally you can download the
English document.

Figure 5-2 Web page for downloading PGP Verify from http:/support.huawei.com/enterprise

@ Worldwide v | @ Login

!@ HUAWEI = MENU PRODUCTS AND SERVICES INDUSTRIES TECHNICAL SUPPORT HOW TO BUY PARTNERS COMMUNITY
# Support > Tools > Enterprises Common 2 PGP Verify
’ PGP Verify
Publication Date - 2017-12-29 Product Line : Enterprises Application Scenario Applicable Product
Common Upgrade,Installation
-
Description

OpenPGP is an open security protocol defined by RFC4880. It is widely used in data encryption and digital signature. This package includes a standard validation

tool for OpenPGF signature and its usage.
Version Publication Date Expired
V100R001C00 2019-01-21 Active
Average rating: 165 ratings Average problem solving rate:

To download PGP Verify, perform the following steps:

Step 1 Click the version number in the Version list.
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Step 2 In the displayed page, click ¥ corresponding to VerificationTools.zip to download this
package.

Step 3 Decompress the VerificationTools.zip package and obtain the PGPVerify verification tool.

-—--End

—End

5.2.2 Obtaining the Public Key File

You do not need to obtain the public key. PGPverify has a built-in Huawei OpenP GP public
key.

5.3 Verifying the Signature

The signature file must be in the same path as the software package. For example, if the
signature file is in C:\PGP, but the software package is in C:\, you must move the signature
file to C:\.

5.3.1 Verifying Through Operations on the Ul

Step 1 Double-click StartUp.vbs in Windows to start the verification tool, as shown in Figure 5-7.

Figure 5-3 PGP Verify Ul
' PGPVerify - O X
Tool Integrity Check Reminder
PGPVerify is a software package integrity check tool released by Huawei. This toal is applicable to the verification of PGP
release signatures. To ensure the integrity of the PGP Verify tool, you must perform hash comparison before using the tool.

The hash comparison method is as follows:

1. Open the PGP Verify zip. SHA256 txt file to obtain the SHA256 value provided by the PGP Verify tool. If the PGP Verify.zip.
SHA256.tit file cannot be obtained, download it from hitp://support huawei.com. https://support huawei.
com/carrier/digitalSignature A ction

2. Use the CLI to obtain the SHA256 value of the tool. eg- Windows command line: certutil -hashfile PGP Verify zip sha256 Unix
command line: sha256sum PGP Verify.zip

3. Compare the SHA236 vahes_If the SHA256 values are the same_ continue using the tool Otherwise, exit the tool
TR e TR AR
PGPVerify T R2HEA LA EHHIATHH AT TR, KT RERTPCPRHELRBE. HR
PGPVerify T AASHIFEE, TEMEA L TR A M/RH{THASHEES .
HASHHER) AT -

1. 3THF “PGPVerify zip SHA256 txt” I PGPVerify LEE R LA SHA2S6E: MR AT] “ PGPVerify.
2ip. SHA256. 0™ S0 4F, EBEI b Supportlii 5.  hitps://support huawei. com/carrier/digitalSignature Action

2. BEHSITERTEFRGHISHA2S6M; eg: Windows#5 ST certutil -hashfile PGPVerify zip sha256 Unixfp 4
4T+ sha256sum PGPVerify zip

3. FPLEFE SHA2S6E)E, MR—EERFMAFERATR, FERETIER:

[0 Hash value verification completed. = Go on Exit
ERRHASHIERS

Step 2 Verify the hash of the tool to ensure that the tool source is reliable. Refer to the tool integrity
check reminder in the preceding figure.
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Figure 5-4 Completeness check of the simple verification tool

' PGPVerify - O

Tool Integrity Check Reminder
PGPVerify is a software package integrity check tool released by Huawei. This tool is applicable to the verification of PGP
release signatures. To ensure the integrity of the PGP Verify tool, you must perform hash comparison before using the toal.
The hash comparison method is as follows:

1. Open the PGPVerify.zip. SHA256 txt file to obtain the SHA256 value provided by the PGPVerify tool. If the PGP Verify.zip.
SHA256.tt file cannot be obtained. download it from hitp://support huawei.com. https://support huawei.
com/carrier/digitalSignature Action

2. Use the CLI to obtain the SHA256 value of the tool. eg- Windows command line: certutil -hashfile PGP Verify zip sha256 Unix
command line: sha256sum PGP Verify.zip

3. Compare the SHA256 values. If the SHA256 values are the same, continue using the tool. Otherwise, exit the tool
THEREERRIR
PGPVeris T AR H AT SANBTHH AR TR, KTREATPCPETEEMEE. HRIE
RGRVerity T AT, TELEA M T AT FHASHES
HASHHESHN AT

1. TFF “PGPVerify zip SHA256. ot S FREIPGPVerify TAE IR {HAISHALS6H,:  AAFALTF “ PGPVerify.
zip SHA256 tat” 3, BB EETM Supportihi 5.  https/support huawei com/carrier/digitalSignatureAction

2. B SSITHRLEASHISHAZS6E; eg: Windowsdir<{T: certutil -hashfile PGPVerify zip sha256 Unixiis
4T: sha256sum PGPVerify zip

3. RFHCFE SHA2S6HIE, MR —FE migseFERA TR, SEELTR,

Hash value verification completed] Exit

ErRHASHIER

Step 3 Verify files.

®  Verifying a single file
Click Single Verify and select the .asc signature verification file.
®  Verifying all files in the directory

Click Multiple Verify and select the C:\PGP\ directory. Figure 5-9 shows the
verification result.
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Figure 5-5 PGPVerify verification result

File
File > Signature verification

Signature Files

Signed File Results Signature File Path
aaa.key Can'tfind signature file. CI\PGP

enkins.xml.opg Cantfind signature file. C\PGP

Tips:The number of files to be verified at a fime cannot exceed 1000.The size of a single file cannot exceed 30 GB Single Verify Multiple Verify

Status

Running Status:Operations completed Success:2 Fail:2 Warn:2

Step 4 Check the result.

If an item is highlighted in yellow and the Results column is WARN, it indicates that the
signature cannot be verified.

If an item is highlighted in red and the Results column is FAIL, it indicates that the
verification failed.

If an item is highlighted in green and the Results column is PASS, it indicates that the
verification using the specified public key succeeded.

If an item is highlighted in green and the public key fingerprint in the Results column is
B1000AC3 8C41525A 19BDC087 99AD81DF 27A74824, it indicates that this signature is a
valid one issued by Huawei OpenPGP key type of RSA.

If an item is highlighted in green and the public key fingerprint in the Results column is
FF75 E798 F393 707A 877B F306 DA76 1AD4 5097 E5CO, it indicates that this signature
is a valid one issued by Huawei OpenPGP key type of ECC.

A NOTICE

If a version has multiple signature files to be verified, the version is considered secure only
when all files are highlighted in green ([PASS]) and all public key fingerprints are B1000AC3
8C41525A 19BDC087 99AD8IDF 27A74824 (when OpenPGP key length is 4096,
fingerprints are FF75E798F393707A877BF306DA761AD45097E5C0) , which means the

signature is issued by Huawei. Otherwise, please obtain a new software package.
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—End

5.3.2 Verification Through the CLI (Windows)

The signature file must be in the same path as the software package. For example, if the
signature file is in C:\PGP, but the software package is in C:\, you must move the signature
file to C:\.

Step 1 Verify files.
®  Verifying a single file
Enter the CLI and run the following command to verify the signature:
java —-jar PGPVerify.jar -f "C:\PGP\TecalCH224.zip.asc"
C:\PGP\Tecal CH224.zip.asc is the signature file.
The following output is displayed for key type of RSA:
[INFO] :Filtering signature files...
[INFO] :Start verify process...
[PASS] :Good Signature. File path: C:\PGP\TecalCH224.zip.asc, public key
fingerprint: B1000AC38C41525A19BDC08799AD81DF27A74824.
[INFO] :Verify Complete.
[INFO] : Success:1 Fail: 0 Warn:0
The following output is displayed for key type of ECC:
[INFO] :Filtering signature files...
[INFO] :Start verify process...
[PASS] :Good Signature. File path: C:\PGP\ TecalCH224.zip.asc, public key
fingerprint: FF75E798F393707A877BF306DA761AD45097E5CO.
[INFO] :Verify Complete.
[INFO] : Success:1 Fail: 0 Warn:0
®  Verifying all files in a directory
Enter the CLI and run the following command to verify the signatures:
java -jar PGPVerify.jar -d "C:\PGP"
C:\PGP is the directory in which signature files will be verified.
The following output is displayed:
[INFO] :Filtering signature files...
[INFO] : Start verify process...
[PASS] :Good Signature. File path: C:\PGP\TecalCH223.zip.asc, public key
fingerprint: FF75E798F393707A877BF306DA761AD45097E5CO.
[PASS] :Good Signature. File path: C:\PGP\TecalCH224.zip.asc, public key
fingerprint: B1000AC38C41525A19BDC08799AD81DF27A74824.
[INFO] :Verify Complete.
[INFO] :Success:2 Fail: 0 Warn:0
Step 2 Check the result.
If an item’s verification result is WARN, it indicates that the signature cannot be verified.
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If an item’s verification result is FAIL, it indicates that the verification failed.

If an item’s verification result is PASS, it indicates that the verification using the specified
public key succeeded.

If an item’s verification result is PASS and the public key fingerprint is B1000AC3
8C41525A19BDC08799AD81DF27A74824, it indicates that this signature is a valid one
issued by Huawei OpenPGP key length for 2048.

If an item’s verification result is PASS and the public key fingerprint is
FF75E798F393707A877BF306DA761AD45097E5CO, it indicates that this signature is a
valid one issued by Huawei OpenPGP key length for 4096.

A NOTICE

If a version has multiple signature files to be verified, the version is considered secure only
when all items’ verification results are all PASS and all public key fingerprints are B1000AC3
8C41525A 19BDC087 99AD81DF 27A74824 (when OpenPGP key length is 4096,
fingerprints are FF75E798F393707A877BF306DA761AD45097E5C0) , which means the
signature is issued by Huawei. Otherwise, please obtain a new software package.

5.3.3 Verification Through the CLI (Linux)

Step 1

Signature files must be stored in the same directory (/usrl in this example) as the software
package. The verification tools and public key file can be stored in another directory or in the
same directory as the signature files. In this example, the verification tools and public key file
are also stored in usrl.

Verify files.
®  Verifying a single file

java -jar PGPVerify.jar -f TecalCH224.zip.asc

TecalCH224.zip.asc is the signature file.
The following output is displayed for key type of RSA:

[INFO] :Filtering signature files...

[INFO] :Start verify process...

[PASS] :Good Signature. File path: /root/signature/TecalCH224.zip.asc, public key
fingerprint: B1000AC38C41525A19BDC08799AD81DF27A74824.

[INFO] :Verify Complete.

[INFO] : Success:1 Fail: 0 Warn:0

The following output is displayed for key type of ECC:

[INFO] :Filtering signature files...

[INFO] :Start verify process...

[PASS] :Good Signature. File path: /root/signature /TecalCH223.zip.asc, public key
fingerprint: FF75E798F393707A877BF306DA761AD45097E5CO.

[INFO] :Verify Complete.

[INFO] : Success:1 Fail: 0 Warn:0
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Step 2

®  Verifying all files in a directory

In this example, all signature files and the software package are stored in the openpgp
directory. To verify all files in this directory, run the following command:

./PGPVerify -k KEYS.pem -d /usrl

The following output is displayed:

[INFO] :Filtering signature files...

[INFO] :Start verify process...

[PASS] :Good Signature. File path: /usrl/TecalCH224.zip.asc, public key
fingerprint: B1000AC38C41525A19BDC08799AD81DF27A74824.

[PASS] :Good Signature. File path: /usrl/TecalCH223.zip.asc, public key
fingerprint: FF75E798F393707A877BF306DA761AD45097E5CO.

[INFO] :Verify Complete.

[INFO] : Success:2 Fail: 0 Warn:0

Check the result.
If an item’s verification result is WARN, it indicates that the signature cannot be verified.
If an item’s verification result is FAIL, it indicates that the verification failed.

If an item’s verification result is PASS, it indicates that the specified public key passed the
verification.

If an item’s verification result is PASS and the public key fingerprint is B1000AC3
8C41525A 19BDC087 99AD81DF 27A74824, it indicates that this signature is a valid one
issued by Huawei OpenPGP key type of RSA .

If an item’s verification result is PASS and the public key fingerprint is
FF75E798F393707A877BF306DA761AD45097E5CO, it indicates that this signature is a
valid one issued by Huawei OpenPGP key type of ECC.

A NOTICE

1. If a version has multiple signature files to be verified, the version is considered secure only
when all items’ verification results are PASS and all public key fingerprints are B1000AC3
8C41525A 19BDC087 99AD81DF 27A74824 (when OpenPGP key length is 4096,
fingerprints are FF75E798F393707A877BF306DA761 AD45097E5C0) , which means the
signature is issued by Huawei. Otherwise, please obtain a new software package.

2. If the verify result is “Permission denied” in step 1, please add execution attribute to file by
executing “chmod u+x PGP Verify” first.

--End
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FAQs

6.1 The Application Scope for use Verification Tool?

PGP Verify tool is a simple signature verify tool published by Huawei Technologies Co.,Ltd.
It’s can only be used to verify integrity of binary packages, which published by Huawei, by

hand. It SHOULD NOT be repacked or republished with any commercial products; Besides,
according to positioning of PGP Verify tool, it will not accessing to users’ network or data.

6.2 How to Obtain version of Verification Tool?
o With Ul mode(suitable for Windows®)

1. Right-click the program title bar and choose About from the shortcut menu.

' PGPVerify - o x
File

Signature verification 1

PublicKey

= Results Signature File Path
About

Tips:The number of files to be verified at a time cannot exceed 1000.The size of a single file cannot exceed 30 GB. Single Verify Multiple Verify

Status

Running Status:No Run

2. Check version of application:

Issue 04 (2021-04-19) Huawei Proprietary and Confidential 35
Copyright © Huawei Technologies Co., Ltd.



OpenPGP
Signature Verification Guide 6 FAQs

#*
File:
File = Signature verification

Signature Files

Signed File Results Signature File Path

[ | .
o PGP Verify

g& PGPVerify version V1.1.5(V100R001C00SPCE00)

Copyright (c) Huawei Technologies Co., Lid. 2021.
All rights reserved.

This product is developed based on
bepg-jdk150n-1.64 and beprov-jdk15on-1.64.

Console mode (suitable for Windows® and Linux)
1. Input command line:
java -jar PGPVerify.jar -h

2. Take “Windows console” for example, show result as below(for version
V100R001C00SPC310):

PGP Verify version V1.1.5(V100R001C00SPC500)
Copyright (¢) Huawei Technologies Co., Ltd. 2021. All rights reserved.
Command:

-h: Displays help information.

-p: Display the preset public key information.
-f: The file which to be verified.

-d: The directory which to be verified.

-ui: Show Window

java -jar PGP Verify.jar -f signed-file
java -jar PGP Verify.jar -d file-directory

The message in first line contains the version info.
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6.3 How to Obtain an .asc File?

This section uses http://support.huawei.com/carrier as an example to describe how to obtain
the .asc file for the specific product software.

As shown in Figure 6-1 the Software Name column lists the software. Click yellow envelope
button corresponding to a software package to download the .asc signature file for the
software package.

Figure 6-1 Web page for downloading the .asc file from http://support.huawei.com/carrier

2 HUAWEI

Software

All Product
4G Packet Core

SDM

H559860 VTS5 Adapter

Tool

Industry Insights ~ Spotlight  Solutions & Products & Services
H559860 VS00RD19C10SPC200
Version Name HSS9860 VI00R019C105PC200
v &
Usage Commercial

Restricted Type
Reclaim Time

Allowed Area

USCDB VTS Adapter Tool

DSP9800
HS59860
uimM

H559860 UpgradeTool
UIM UpgradeToo
CDMA HLR2820
Config Update Too!

Business Model

’ Customer Operation Allowed

Range
Version Instruction

¥ Expand

Software

Data Maintance Tool

Data Migration Tool
DSP9800 UpgradeTool

GU HLR2820

H559820 UpgradeTool

SHLR9200

5ingleSDETOOL

Software Name =

Restricted
2020-04-30
Oversea

Customer Operation
Oversea

support Euler

H559860 V0OR019C105PC200_01.Install.zip

H559860 VI00R019C105PC200_02 Adapter.zip

H559860 VI00R019C105PC200_03.LMT.zip

Release Plan Available

Version Type Formal Release
Downstream User Technical Support

Approve Type Approved by XDT Leader

Digital Signature Authentication Mode &
Downloads - Size  Published On - Downloac

2019-08-10 & E

2019-09-10 .iE

2019-08-10 & E

249 3.84{(GB)

163 565.99(ME)

104 378.40(MB)

6.4 How to Obtain the Public Key or Verification Tools?

®  (Carrier users download the public key file or verification tools from the following URL
at http://support.huawei.com/carrier:

http://support.huawei.com/carrier/digitalSignature Action

The target web page may be displayed in Chinese. Click English on the top of the web
page to switch the language to English, as shown in Figure 6-2.

Download and decompress the OpenPGP Signature Verification Guide package. The
KEYS.pem or KEYSECC.pem file is the public key file. The VerificationTools.zip
package contains two signature verification tools: PGP Verify and Gpgd Win. You can

decompress VerificationTools.zip to obtain either tool.
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Figure 6-2 Web page (in Chinese) for downloading the public key file or verification tools from

http://support.huawei.com
Carrier ¥ ‘ Enterprise Support ) sz | Hi, hWX490755 awei Enginesr  Account Description |
\}"Q HUAWEI Industry Insights Spotlight ~ Products & Solutions ~ Support ~
Digital Signature Authentication Mode m
Title Release Date Operation
OpenPGP Signature Verification Guide 2020-09-03 &,
20 v GO Total records: 1

®  Enterprise users download the public key file or verification tools from the following
URL at http://support.huawei.com/enterprise:

®  https://support.huawei.com/enterprise/zh/tool/software-digital-signature-validation-tool-
pgp-verify-TL1000000054

The target web page may be displayed in Chinese. Click Worldwide on the top of the
web page to switch the language to English, as shown in Figure 6-3.

Click the version number in the Version list. Then click = corresponding to the public
key file KEYS.pem or KEYSECC.pem to download the file. Download and
decompress VerificationTools.zip to obtain either of the signature verification tools
PGP Verify and Gpgd Win.

Figure 6-3 Web page (in Chinese) for downloading the public key file or verification tools from
http://support.huawei.com/enterprise

@ Worldwide v | @ Login

;@ HUAWEI = MENU PRODUCTS AND SERVICES INDUSTRIES TECHNICAL SUPPORT HOW TO BUY PARTNERS COMMUNITY
# Support 2 Tools » Enterprises Common > PGP Verify
. 4 PGP Verify
Publication Date - 2017-12-29 Product Line - Enterprises Applicable Product
Common
“‘

Description

OpenPGP is an open security protocol defined by RFC4880. It is widely used in data encryption and digital signature. This package includes a standard validation

tool for OpenPGP signature and its usage.
Version Publication Date Expired
V100R001C00 2019-01-21 Active
Average rating: 185 ratings Average problem solving rate:
The KEYS.pem or KEYSECC.pem file is the public key file.
6.5 How View built-in public keys?
®  Windows Ul mode, open the tool.choose “PublicKey”.
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Figure 6-4 Procedure for Viewing Public Key Information

" PGPVerify
File
Signature verification 1

PublicKey

About

Results Signature File Path

Tips.The number of files to be verified at a time cannot exceed 1000.The size of a single file cannot exceed 30 GB. Single Verify Multiple Verify

Figure 6-5 Public Key Information

Public Key

Name Email Algorithm Fingerprint

OpenPGP signature key for Huawei software (cre... |suppori@huawei.com RSAZ048 B1000AC38C41525A19BDC08799AD8 1DF27AT...
OpenPGP signature key for Huawei software, EC .. |suppori@huawei.com NISTP384 FF75ET798F393707AB77BF306DATE1AD45097E

®  Windows or Linux command line mode, run the following command:

java -jar PGPVerify.jar -p

Figure 6-6 Public Key Information in command line.

6.6 How to check java Environment?

Windows or Linux command line mode, run the following command:
java -version
Figure 6-7 java Environment Information.

cl# java -version

lon "1.8.0_272" _
27: oud_Compiler_JDK_V18BR SPC270B0O2-b10)

Runtime Environment (build 1
4-Bit Server VM (build 25.272-ble, mixed mode)

hispral4697 scl#
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Check the JDK version is jdk 1.8.xxx
If the JRE or JDK is not installed, the tool cannot run, Command line output:
bash: java: command is not found.

Install the JRE or JDK first, please.

6.7 JDK Or JRE download address?

JDK can be downloaded from oracle website or Huawei mirrors. In order to download JDK
from oracle, a oracle account is required.

Oracle website:
https://www.oracle.com/java/technologies/javase-jre8-downloads.html
Huawei jdk download website:
https://repo.huaweicloud.com/java/jdk/

Option 1: Download from Oracle website:

Open the Oracle website listed above, scroll the website to find the java8(jdk1.8) download
link:

Java SE subscribers have more choices

Also avalable for development, personal use, and to run ether licensed Oracle products.

A —

Java SE Development Kit 8u371

Java SE subscribiers will receive JDK B updat least December 2030,

The Oracle JOK 8 license changed in April 2019

ology Netw

il Installe B67TIME B iek-Bu3Tl.windows-isBa.ex

“od Instller 1ass0Ma B ok-Bu371-windows-x4 e

Select the suitable OS, and x86 version for the 32bit OS,x64 version for the 64bit OS. Click
the download link, a pop window as below will show, then click the download button. Before
start the download task ,you may need log in the Oracle account, then you can follow the tips,
sign up a account for starting the download task.

RET] You must accept the Oracle Technology Network License Agreement for Oracle Java SE to download this software.

for | uses, sut
o I reviewed and accept the Oracle Technology Network License Agreement for Oracle Java SE efore dov
ble Required

po

You will be redirected to the login screen in order to download the file.

Download jdk-8u371-windows-x64.exe [

Option 2:Download from Huawei mirrors:
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6.8 Failed to Import the ECC Public Key to the GnuPG

Open the Huawei download website listed above, Select java8(jdk1.8) to download, and try to
choose a higher minor version.

Index of java-local/jdk

Hame Last modified Size
10.0. 14105 22-Amg-2021 00: 21 -
10. 0. 2+137 22-Aug-2021 00:22 -
11+28/ 22-Aug-2021 00:22 -
11.0. 1+13/ 22-Aug-2021 00:23 -
11.0. 24%/ 22-Aug-2021 00:23 -
11.0. 248/ 22-Aug-2021 00: 24 -
124337 22-Aug-2021 00:24 -
12. 0. 1+127 22-Aug-2021 00:24 -
12.0.2+10/ 22-Aug-2021 00:25 -
13+33/ 22-Aug-2021 00:25 -
Gud5-blg, 22-Aug-2021 00:26 -
TuBl-b16/ 22-Aug-2021 00:26 -
Bulfil-bia/ 22-Aug-2021 00: 26 -
Sulbl-bla-demos/ 22-Aug-2021 00:27 -
Sulba-bl&/ 22-Aug-2021 00:27 -
Bul52-blé-demos/ 22-Aug-2021 00:27 -
Bul71-bii/ 22-Aug-2021 00:27 -
BulTi-bili-demos/ 22-Aug-2021 00:28 -
Sulv2-bll/ 22-Aug-2021 00:28 -
gulv2-bll-demos/ 22-Aug-2021 00:29 -
Bul8l-b13/ 22-Aug-2021 00:29 -
Bul8l-bi3-demos/ 22-Aug-2021 00:30 -
Bul9l-bia/ 22-Aug-2021 00:30 -
Bul91-bla-demos/ 22-Aug-2021 00:30 -
gulgz-bla/ 22-Aug-2021 00:31 -
Bul92-bl2-demos/ 22-Aug-2021 00:31 -
Bu201-b08/ 22-Aug-2021 00:31 -
Bu20l-b08-demos, 22-Aug-2021 00:32 —
|Bu2|]2—h[|81 22-Aug-2021 00:32 -
FIZ0Z-B0 o demos, =Img-Z02l oo =
9.0, 1+117 22-Aug-2021 00:33 -

ArtifactRepo/ Server at repo.huaweicioud.com Port 443

Index of java-local/jdk/8u202-b08

Hame Last modified Size
i
Jdke—8u202-linux—arm32—vfp-hflt. tar. gz 20-Dec-2018 01:49 72.86 MB
Jdk—8u202-linum-armfd—fp-hflt. tar. gz 20-Dec-2018 01:50 69.75 MB
Jdle—Bu202-1inuwx-i686. rpm 20-Dec—-2018 01:50 173.08 MB
Jdl—Bu202-limum-1686. tar. 7z 20-Dec—-2018 01:49 187.9 MB
Jdle—Bu202-1linux-x64. rpm 20-Dec—-2018 01:50 170.15 MB
Jdlke—BuZ02-linux—xfd. tar. gz 20-Dec—2018 01:50 185.05 MB
Jdl—8ul0i-macosx—xfid. dmg 20-Dec—2018 01:60 248,15 ME
Jdk—Bu202-solaris—sparcvd. tar. 7 20-Dec—2018 01:49 125.09 MB
jdle—8ul02-solaris—sparcvd. tar. gz 20-Dec—2018 01:49 83.1 B
Jdk—Bu202-solaris—xfd. tar. 7 20-Dec—2018 01:49 124.37 MB
jde—8ul02-solaris—xfd. tar. gz 20-Dec—2018 01:50 85,38 MB
jdle—Bu202-windows—1586. exe 20-Dec—2018 01:60 201.64 MB
20-Dec—2018 01:49

I idk-8u202-windowe-xfd, exe

211.58 MB

ArtifactRepoy/ Server at repo.huaweicloud.com Port 443

The GnuPG supports the ECC algorithm only on November 5, 2014. Therefore, the version
before November 5, 2014 will fail to be imported. Therefore, if the GnuPG is used to verify
the ECC signature, upgrade the GnuPG tool.

6.9 How to Obtain and Use the PGPVerify (Solaris/Linux)

Tool?

®  The path for downloading the PGP Verify (Solaris/Linux) tool and the method for
obtaining the public key are the same as those for the PGP Verify (Windows) tool.
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The PGP Verify (Solaris/Linux) tool supports only signature verification using commands
but does not support interface-based signature verification. The signature verification
using commands is the same as that of the PGP Verify (Windows) tool.
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